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Abstract: Query and analysis of users’ data with centralized differential privacy (CDP) and local differential privacy
(LDP) have attracted considerable attention in recent years. The solutions to this problem have been proposed constantly,
and the corresponding limitations are also highlighted, which originate from the fact that CDP and LDP are the two extreme
models with the changing for collector’s trust. In the CDP model, users fully trust the collector, and report their raw data.
The collector perturbs the raw data to respond to the query, which error is low. Users in the CDP model, however, cannot
control their raw private data. While, in the LDP model, users do not trust the collector and only report the noise data. The
query error over the noise reports is high. The shuffled differential privacy (SDP) model effectively balances the contradic-
tion between CDP and LDP. This paper surveys the state of the art of SDP for data query and analysis. The mechanisms and
properties of this model are described, while our focus is put on summation query, histogram estimation, frequency and
means estimation, and machine /federated learning, etc. Following the comprehensive comparison and analysis of existing
works, future research directions are put forward.
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